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At the end of the year, security vendors are looking back at 
the lessons learned through the past 12 months and looking 
ahead at the challenges they may face. With a turbulent 2015 
and a 15-year-history of fighting malware as a guide, here’s 

what 2016 may bring for the security industry, the online 
criminal underworld, and corporate and private consumers.
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Loose boundaries between 
malware and adware 
The next year will see a major shift in the way cyber-criminals do business. One area that will most likely suffer a major makeover is the 
PUA (potentially unwanted application or aggressive adware) space, which already sees increased activity on platforms like Mac OS X and 
Android. 

An increase in arrests and takedowns in 2015 will likely drive new cyber-criminals to monetization mechanisms specific to aggressive 
adware rather than to developing new strains of malware. Currently operational botnets will still be a significant part of the cyber-crime 
ecosystem, but we will witness an increase in the sophistication of potentially unwanted applications and installers bundling greyware. 

Web-based advertising will also suffer a dramatic makeover. As users increasingly adopt ad-blocking technologies, ad delivery mechanisms 
will become more aggressive in seeking to exploit or circumvent ad blockers.  



[4]

Guide

Advanced persistent threats to be replaced 
with Blitzkrieg operations
Businesses and government institutions will still face advanced attacks throughout 2016. However, advanced persistent threats will 
emphasize obfuscation and information harvesting over persistence. Attackers will be in and out of an organization in days, maybe 
even hours.

“The business environment will see an increase of targeted attacks and strongly obfuscated bots, with a short lifespan and frequent 
updates,” predicts Dragoș Gavriluț, team leader in the Bitdefender antimalware labs. “Most of these attacks will specialize in information 
theft.”

APTs are not the only threats businesses will face in 2016. Lateral movement in the infrastructure of cloud service providers will also 
increase with the advent of tools that allow hackers to compromise the hypervisor from a virtual instance and jump to a different virtual 
machine. This scenario is particularly dangerous in “bad neighborhood” environments where an ill-intended party could get to share a 
physical system with a legitimate service provider or business. 



[5]

Guide

Mobile malware catching up in sophistication
Mobile device proliferation has opened up new opportunities for cybercriminals in terms of malware. Emulating developments on the 
Windows platform, the next generation of Android and iOS malware will feature rootkit capabilities and advanced evasion techniques, 
aimed at maintaining both persistence and stealth.

New code obfuscation techniques will make it far more difficult for security researchers to dig into what applications are really doing, 
while Android malware coders will find new ways of uploading malicious apps into official marketplaces.

“New mobile malware with wormable features, or a massive mobile botnet, are two other possibilities next year,” according to Viorel 
Canja, Head of the Antimalware and Antispam Labs at Bitdefender. “These attacks might be driven by social engineering or by the 
exploitation of major vulnerabilities, such as Stagefrightm, on unpatched platforms.”
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IOT and privacy 
With more than 1.6 billion internet-enabled devices to hit homes in 2016, according to Gartner, both security and privacy will take a 
beating. Smart home appliances regulating everything from room temperature to perimeter security will become increasingly appealing 
to cyber-attacks. Extortion through gaining full control over smart homes or IoT devices could become a new practice.

“Their short development lifecycle and limits on processing power or battery leave gaping holes in their security and most IoT devices 
directly facing the Internet will get compromised in 2016,” says Bogdan Dumitru, Chief Technology Officer at Bitdefender. “The Big 
Brother regulations that more and more countries are trying to pass to stop terrorism will unleash battles for data sovereignty and 
crypto control.”

Large companies will be faced with the daunting task of supporting and managing WYOD (Wear Your Own Device), as employee smart 
devices could be used as the main attack vector for breaching corporate security.

Big data leaks dumped across the internet will make it easier to aggregate a comprehensive user profile, all the way down to their 
hobbies and physical identities. Digital information and private data will become a commodity, fueling new attacks on large companies 
in frenzy to expose as much of it as possible.
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Ransomware becomes multi-platform
Ransomware will not die out, but instead will continue to proliferate throughout the year as it’s proven itself as a financially lucrative 
business for cybercriminals. New “extortionware” types of malware will gain more traction as it will generate revenue by locking out 
users out of their accounts or services, with threats to dump personal and locally stored private files on the internet.

Linux ransomware will become more sophisticated and start exploiting kernel vulnerabilities to gain more persistence on infected 
machines. Coupled with botnets that bruteforce login credentials for content management systems, Linux ransomware will become 
more automated, potentially affecting a significant part of the internet. 

The proliferation of multi-platform ransomware will drive more revenue to the cybercrime industry, continuing to financially fuel 
malware-as-a-service practices and other cybercrime activities. 
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Bitdefender is a global security technology company that delivers solutions in more than 100 countries through a network of value-added alliances, distributors and 
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virtualization and cloud technologies. Through R&D, alliances and partnership teams, Bitdefender has elevated the highest standards of security excellence in both its 

number-one-ranked technology and its strategic alliances with the world’s leading virtualization and cloud technology providers. More information is available at  
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