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This paper describes how different methodologies in finding confidential or regulated data with DLP.  This paper intro-
duces and describes DBRM the game changing innovation in the detection of regulated data from Code Green Networks.  
The topics are addressed primarily to Information Security Officers, Compliance Officers and other managers or IT staff 
faced with making or supporting technology decisions relating to the safeguarding of sensitive information.
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The PII Challenge

In response to increased breaches and leaks of Personally Identifiable 
Information (PII), there is an increase in pressure to better protect 
this data. Such pressure is particularly felt in regulated industries 
such as healthcare and finance, but can apply to any organization 
handling particularly sensitive data. 

A variety of data content may be considered PII. However, the most 
important involve the storage and transmission of records pinpointing 
a person, such as a social security or medical record number, and an 
account, such as a credit card, insurance policy, or financial account 
number. Such records are typically the most important to detect as 
they can be used to connect individuals with highly private information 
and are the most common components in the perpetration of fraud. 
Leaks of this information can lead to regulatory repercussions and 
significant damage to an organization’s public reputation.  

Several products are currently available on the market that can 
search for PII in outbound email and web transactions, scan for it on 
internal file shares, and look for it exiting on external devices. But 
these solutions are only as good as their ability to accurately detect 
PII.

Traditional PII Detection and Control  

Traditional methods used to find PII are prone to false positives and 
false negatives, have high staffing costs, and often result in drawn-
out implementations that don’t lead to accurate actionable events.  

Three traditional detection methods commonly employed are:

1. Pattern or Regular Expression matching - The most 
popular way of finding PII in use today looks for the format 
of the data in question. An example is US Social Security 
Numbers, which often follow a “##-##-####” format. Another 
example is credit card numbers, which are generally 16 digits 
long and are optionally separated by dashes every 4th digit. 
These card numbers also fall within defined ranges and have 
a built in checksum that can weed out some false positives. 

The main problem with this method is the high rate of 
false positives and false negatives that are generated. If 
the matching is tuned to allow for a liberal formatting of 
the numbers (such as identifying any 9-digit number as a 
potential SSN), then the result is extremely high numbers of 
false positives to contend with. If tuned in the other direction, 
to require stricter formatting (such as requiring the dashes 
in appropriate places for SSNs), then the risk increases 
of missing the traffic that doesn’t necessarily present the 
numbers in this way.

Traditional            

methods used to 

find PII are prone to 

false positives and 

false negatives.
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2. Dictionaries - This detection approach uses a collection, or 
“dictionary”, of words surrounding the potential PII to try to 
determine context.  For example, if a lot of medical terms are 
used in a transmission, or if the use of terms like “account 
number” or “insurance number” are used, the suspected data 
may be flagged as PII.   

This method also suffers from false positive and false 
negative issues. For example, flagging suspected PII based 
on general and highly used terms would result in many false 
positives in industries in which those terms are commonly 
used conversationally without necessarily containing PII.  A 
variation of this method is to require extreme specificity, 
such as looking for the term “credit card” or “CCN” preceding 
a 16-digit number.  If this is done the false positive rate will 
be very low, but legitimate numbers can slip by undetected if 
they aren’t expressly labeled.

3. Combinations and Variants - The last inspection 
method combines forms of pattern matching and the 
use of dictionaries.  Unfortunately, combining these two 
approaches will present a trade off to the organization 
deploying such a solution. Users are forced to choose between: 
a) wading through a sea of false positives, or, b) allowing 
false negatives in order to avoid getting overwhelmed with 
manual inspections. History shows that most solutions using 
this method will opt to not spend an inordinate amount of 
time weeding out false positives and simply turn a blind 
eye to missing significant instances of  PII leaving the 
organization that has deployed the solution.

For this reason, many compliance solution vendors                 
have largely chosen to err on the side of tuning out false 
positives by accepting a large number of false negatives.  
Their logic being that many customers are not aware, can’t 
see, and, therefore don’t complain, about, false negatives.

Thus, end results obtained from the use of these traditional 
solutions may be quite unsatisfactory:

• Too many events that are false positives

• Too much time spent tuning the system.  

• Expensive ongoing professional services requirements.  

• Irritated end users 

• Acceptance of gaps in risk

Despite these problems, each of these methods may be 
applicable in limited use cases.  However, a significantly 
stronger method is available to more accurately detect 
particular types of sensitive data.  

The real goal in          

a PII-inspection        
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being sought. 



4©2014 Code Green Networks

Database Record 
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actual policy ID in all 
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 Introducing Database Record Matching (DBRM)     

Purpose

The real goal in a PII- inspection engine should be to accurately 
detect the actual pieces of information that are being sought. While 
matching to certain formats or noting relevant surrounding text may 
provide an alert to a higher possibility of finding sensitive data, the 
identifying value itself is the end goal. So rather than guessing at 
what data might look like or going by what words may be around it, 
why not start with the actual data?

Database Record Matching™ (DBRM), exclusive to Code Green Networks,  
is a method of using mathematical hashes of the actual data, and 
using those hashes to look for that exactly identical data when 
inspecting other sources such as an email, a file share, the cloud,        
a web posting; anywhere that same information would be 
problematic if found there. 

Creating Fingerprints

The DBRM process begins with querying an internal database table 
known to contain complete and accurate records containing the 
relevant sensitive data. This is usually the handful of key identi-
fiers mentioned previously, such as SSN, Names, Medical Record #, 
Insurance Policy #, Account #, Member #, etc. 

This is typically a simple query or set of queries, and is usually 
performed against a data warehouse or reporting database, rather 
than core or production systems. Once set up, this process is usu-
ally automated to re-query the database on a daily or other ap-
propriate regular basis so that new values can contribute to the 
inspection data set. In practice this is typically setup in less than 
an hour with someone normally responsible for report generation 
or business intelligence.

At this point the DBRM engine creates one-way hashes, called 
“fingerprints”, of each individual cell, and stores these fingerprints 
and, for security, does not keep,  the original data. These finger-
prints will then be used to find instances of the exact same data if 
it exists in an inspected data file.

Inspecting Data 

At this point, the DBRM engine is ready to find sensitive data         
elements inside operational data. The inspected content might be 
an email, a web posting, in the cloud, a file on a network share, a 
file being copied to a USB drive, or anything else being inspected  
by the overall solution.
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Pattern matching 

will always 

sacrifice real 

discovery of 

sensitive data 

while producing 

more false 

negatives.

The content to be inspected is run through the same DBRM hashing 
process for each word and word combination that was used to cre-
ate the fingerprints of the actual data. When hashes match, then 
that exact sensitive data element has been accurately identified.

DBRM can determine which elements in the inspected record 
matched the actual sensitive data.  In addition, multiple elements 
from the same actual records can be used for further confidence.  
This could include, for example, requiring that the corresponding 
last name belonging to a sensitive field is seen somewhere nearby  
a potentially sensitive discovered element.in the inspected data.

Traditional Inspection methods vs DBRM

An example using SSNs may illustrate how DBRM differs from 
simple use of patterns, in reducing the potential for false positives:  

• There are 1,000,000,000 possible 9-digit numbers.

• Of these, about 900,000,000 are in valid issuable ranges (as 
of changes made in 2011).

• If the source database used with DBRM has 1,000,000 SSNs, 
there will be a 450:1 reduction in the 9-digit numbers that 
may be a true SSN of concern.

• With enough inspected data, the DBRM system may eventu-
ally find overlap with other 9-digit numbers and true SSNs. 
The system can be tuned to reduce the generation of poten-
tial false positives this may cause by requiring another true 
database element to be present. For instance, by requiring 
the corresponding person’s actual last name to be some-
where nearby their actual SSN, such false positives will be 
virtually eliminated. 

Pattern matching and dictionaries could be combined to achieve 
better results in interpreting raw sequences of 9-digit numbers, but 
it won’t be anything close to the level of accuracy that DBRM can 
achieve.  Also, Pattern matching will always sacrifice real discovery 
of sensitive data while producing more false negatives.

Other Examples 

Insurance policy “numbers”, for example, don’t follow the same 
format across providers, leading to a confusing array of differing 
possible formats. Some of these are numeric. Some are alphanu-
meric.  And, they can differ in length and other formatting aspects. 
While pattern matching will never produce reliable results with 
such data, DBRM provides an extremely accurate means to detect 
an actual policy ID in all inspected text.
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In a side by side 
comparison, 

the traditional                    
methods without 
DBRM missed at 

least 87% (650/750) 
of real PHI, while 

still producing 94% 
(1700/1800) false 

positives.

DBRM gains more reliable matching for account numbers with 
fewer digits than SSNs, while Pattern matching suffers even worse 
false positive problems than with longer values. With DBRM, de-
tecting account numbers as low as 6 digits (and even sometimes 5 
digits on lower volume inspection streams) may be reliably per-
formed.

DBRM is appropriate for any unique database elements, regardless 
of format.  This makes it an ideal method for identifying data pro-
tected by regulatory compliance requirements.

Resilience to Variations in Format

The inherent flexibility of DBRM allows the implementation of 
many improvements to inspection worth mentioning here. For 
example using DBRM, a source SSN such as “257121234” can be 
used to match the original format “257121234” but also additional 
subtle variants on the format like “257-12-1234” or “257 12 1234” 
or “SSN# 257-121234”

For non-ASCII data sources, DBRM is able to handle fingerprinting 
and inspection of non-ASCII data, including double-byte language 
characters. Further, non-ASCII data in the inspected text does not 
interfere with inspection of ASCII or non-ASCII elements.

The Bottom Line

In customer implementations of DBRM, Code Green Networks has 
observed organizations experiencing low implementation time re-
quirements, low ongoing time requirements, actionable results, and 
lower risk of the loss of sensitive data.

Real World Evidence

DBRM was employed at a medical facility, monitoring transmis-
sions for the approximately 3000 network users. The installation 
ran a parallel evaluation of a competitive product that employed 
various pattern matching and dictionary methods. The compet-
ing product had been tuned by the vendor for approximately two 
weeks to achieve the best results it was capable of attaining.

Using patterns and dictionaries and two weeks of tuning, the com-
petitive method produced approximately 1800 events per day, of 
which approximately 100 were correct matches. In contrast, using 
DBRM with only 2 hours of setup generated approximately 800 
events per day, of which approximately 750 were correct matches.

In this side-by-side comparison, the traditional methods without 
DBRM missed at least 87% (650/750) of real PHI, while still pro-
ducing 94% (1700/1800) false positives.
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This facility was able to get to a level of accuracy that was produc-
tion quality within a day of setup, without requiring a long tuning 
time, and without wasting employee time wading through false 
positives. Further the real risk was reduced in that we were able to 
find a sizeable percentage of the actual PII leaving the organization, 
where competing methods failed to catch the majority of events.

The New Standard in PII Protection  

DBRM as part Code Green Networks TrueDLP fundamentally leads 
to detection of actionable events. Employee time spent on events is 
for the purpose of actually correcting behavior and investigating 
sensitive data leaks, rather than on the technical tedium of trying 
to make a product work. This allows compliance and risk management 
owners to participate in event management, rather than assigning 
information research and remediation tasks to people not involved 
in the risk management process.

With the application of appropriate technology it is possible to           
substantially reduce the risk of sensitive data loss. Many successful 
deployments of DLP using Database Record Matching have proven 
that this can be accomplished with minimal ongoing time commit-
ments and with measurable success.  These results are especially 
needed in regulated industries such as healthcare and finance, but 
can apply to any organization handling sensitive data about individuals.

Code Green Networks delivers solutions that help enterprises 
protect and manage regulated and other sensitive digital informa-
tion across their data network, whether local, remote, mobile or in 
the cloud. The company’s solutions have been tested and proven 
through daily use by hundreds of deployments in large and small 
organizations across the United States and around the globe.  By 
investing over 200 man years in software development and work-
ing closely with customers since 2004, Code Green Networks has 
applied innovative technology to produce Data Loss Prevention 
solutions with the most advanced capabilities available to locate, 
identify and manage regulated data.  

Contact Code Green Networks
385 Moffett Park Drive, Suite 105, Sunnyvale, CA 94089
Phone: +1 (408) 716-4200 
Email: info@codegreennetworks.com
www.codegreennetworks.com

TrueDLP™, Database Record Matching™, DBRM™ are trademarks of Code Green 
Networks.


